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Advances in technologllow forinnovaton in thewaysbusinesses and individuals perform Coordinator

financial activities The development of financial technologycommonly referred tasfintech—  Specialist in

is the subject ofjreat nterest for the public and policymakefFntech innovations could Macroeconomic Policy
potentially improvehe efficiency of the financial system and financial outcomes for busisesst

and consumers. Howevéhe newtechnologycould pose certain riskpotentially leading to

unanticipated financial losses or other harnofitcomesPolicymakers designedany of the

financiallaws and regulationistendedto foster innovation and mitagerisks before the most

recent technological changes. This raigesstionsoncerningvhether the existing legal and regulatory frameworksen

applied to fintecheffectively protect againstarmwithout unduly hinderingg e n e f i ¢ i a | development.ol o gi e s’

April 28,2020

The underlying, croseutting technologies that enable much of fintaoh subject to sugbolicy tradeoffs. Theincreased
availability and usef the internet and mobile devices could offer greater convenience and taduesscial services, but
raises questions over how geogragi@ged regulations and disclosure requirementswedrshoulde appliedRapid growth

in the generatiarstorage, and analysis of datand the subsequenseof Big Data and alternative datacould allow br

more &curaterisk assessment, braisesconcernsovep r i vacy and whet her 1 ndAutomdtedal s’ ¢
decisioomaking (and the related technologies of machkéaening and artificial intelligence) could result in faster and more
accurate asessments, bubuld behavén unintended or unanticipated ways that cause market instability or discriminatory
outcomeslincreased adoptioof cloud computing allows specialized companies to handle technodtaged functions for
financial institutionsincluding providing cybersecurity measurbat this may concentrate financial cyber risks at a
relatively small number afonfinancialcompanies who may not be entirely comfortakit their regulatory obligations as
financial institution service providg Concerns ovecyber risks and whethadherence toybersecurity regulatiorensure
appropriatesafeguards against those rigismeate all fintech developments

Fintech deployment inpgcific financialindustriesalso raises policy questiarihe growth of nonbankinternet lenders

could expand access to creditit industry observers debdbe degree to whicthe existing stat®y-stateregulatory regime

is overly burdensome or provides important consumer protecsrisanks have increasinglgme to rely on thirgparty

service providers to meet their technological needs, observers have debated the degree to which the regulations applicable to
those relationships are unnecessarily onerous or ensure important safeguards and cybéisgcadtgumer poinof-sale

systems and redime-payments systems are being developed and increasingly used, and while these systems are potentially
more convenietand efficient, there are concerns abibigimarket powepf the companies providing the servieasl the

effects on people with limited access to these systbtaanwhile, cryptocurrencies allow individuals to make payments

entirely outside traditiondinancialsystems, whiclmayincrease privacy and efficiency but creates concerns over money
launderng and consumer protectidfintech isproviding new avenues to raise capitahcluding through crowdfunding and

initial coin offerings—and changing the way companies trade securities and manage invesimdemésy increasthe ability

to raise funds butrpsent investor protection challengegsder statute passed by Congressurance is primasilregulated

at the state levelhere agencies are considering the implicattorefficiency and risk thdtntech posesn that industry,

including peeito-peerinsurance and insurance on demdsidally, firms across industries are using fintech to help them

comply with regulations anehanage riskwhich raises questions about what rahetchshould play in these systems

Regulators and policymakers have unaleeh a number of initiatives tntegratefintechin existing frameworks more

smoothly They have made eff@to increase&ommunication between fintech firms and regulatotselp firms better

understand how regulators view a developing technolagy ertain regulators have established offices within their

organizations to conduct outreach. In another approach, some regulators have announced research collaborations with fintech
firms to improve their understanding of new products and technoldbpesicymakers determine that particular regulations

are unnecessiér burdensome or otherwise-gluited to a particular technology, they migditor the regulations, axempt

companies or products that meet certain criteria from such reguldtiemne ases, egulators cano souncer existing

authority, but others might require congressional action.
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1 Denise SchmaneBesseratHow Writing Came Aboufustin, TX: University of Texas Press, 1996), p{8.7

2Patrick Schueffel, “Taming t he JoBrrahoflnnovatian Managemawoli4f i ¢ De fi ni t
no. 4 (2016), pp. 333.

3 Thomas PhilipponThe Fintech OpportunityNational Bureau of Economic Research, Working Paper no. 22476,

August 2016, pp.-®, athttps://www.nber.orglapersh22476

4 For example, see Robert Bartlett et &gnsumeiLending Discrimination in the FinTech Erdlational Bureau of
Economic ResearchVorking Paper no. 25943, June 201tats://www.nber.orglapershi25943
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of Bipglked internet and mobile devices in finance
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Given that fintech may producegrmhosts pmdidtilver and
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Andrew Scott

Sel ect ed Uhedcehrrgaylidely el opment s

Fintech is generally -anebtcidchshghuodmwapeeasd orm gene
financiaThanctdeoectiens .examines certain of these u
their potentialabéenedentsi dinalsapdostkdsctyhessueserin
Congress i1io6r cmagidkRaooang to consider
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5 Terri Friedline,Unequal Fintech Landscapdgsew America, March 2018t https://newamerica.ordgbcuments?110/
Unequal_Fintech_landscapes_FINAL.pdf

6 For question regarding the use of the internet and mobile devices in financial services, congressional clients may
contact David Perkins or Chris Jaikaran.

7 ltay Goldstein and Andrew KarolyiFintech: Whais Real, and Wha Hype Knowledge@WhartopMarch 12,
2019 athttps://knowledge.wharton.upenn.eaiticlefintech
8 For exampleseeWorld Economic ForumBeyond Fintech: A Pragmatic Assessment Of Disruptive Potential In

Financial ServicesAugust 2017, atttp://www3.weforum.orglocsBeyond_Fintech-_
_A Pragmatic_Assessment_of_Disruptive_Potential_in_EinhrServices.pdf
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c ommu niint iwehsy ¢ b p-e¢vhleessto many services are delivered
instead of at a Physical branch location.
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Conference of State Bank Supervisor s, Reén@itearinggNenbanR : Over viev
SupervisionAugust 2019, pp.-9, athttps://www.mercatus.orgliblicationsfinanciakmarketsiodernizingfinanciat
technologyregulationsfacilitate-national.httpsiivww.csbs.orgésbswhite-paperreengineeringnonbanksupervision

10 Brian Knight,Modernizing Financial Technology Regulations to Facilitate a National MaMetcatus Center at
George Mason Universityercatus on PolicyJuly 2017, ahttps://www.mercatus.orglblicationsfinanciatmarkets/
modernizingfinanciattechnologyregulationsfacilitate-national

1 Testimony & Charles Clark, Director of Washington Department of Financial Institutions, before U.S. Congress,
House Committee on Financial Services, Taskforce on Financial TechnGlegrgeeing the Fintech Revolution:
Domestic and International Perspectives on Eafit Regulation116" Cong., ® sess., June 25, 2019, at
https://democratfinancialservices.house.gtploadedFiledAHRG-116-BA00-Wstae-ClarkG-20190625. pdf

12 For more information on the Office of the Comptroller of the Currency (OCC) charter and legal challenG&sS see
Report R44614\Marketplace Lending: Fintech in Consumer and SfBainess Lendingy David W. Perkins

BMark Willis, 8SGDWLQJ &5% *HRJUDSK\ ,WTV 1RWUnK&iiy §fEPBNapvaniaVndtivePHQW $UHDV
for Urban Research, Penn IUR Working Paper, September 20it€st/penniur.upenn.edigloadsiedia/
Mark_Willis_10-1.pdf
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Big DPata

Today, c¢ompsainliy sc cclalnecet, cheaply storetsand quic
size, frequenc%lJ tby¥iRmo nolry tltheeafsetrisa mioount s and type
an information technology (slelt)s ssylsarreemtttmbwagr ahcatned | e
require different hardware and softwasaeg ain I T sy
The four characteristics of Big DaaRd XRiHee rvsol u me ,
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14 Safe harbor provisions provide that if the financial company uses the form they are presumed to be in compliance

with applicable disclosure laws.

15 For example, the Consumer Financial ProtedBareau (CFPB) is required to test new disclosure forms with
consumers before it requires the entities it regulates to provide the disclosures to its cuBtamet4$203 §1032).

16 For questions regarding Big Data, congressional clients may contact Chris Jaikaran. For questions regarding the use

of Big Data in financial services, congressional clients may contact Cherge€opAndrew Scott.

17 National Institute of Standards and Technol@iST), NIST Big Data Interoperability Framework: Volume 1,
Definitions Special Publication 1500r1, June 2018, dittps://doiorg/10.6028NIST.SP.150alrl

BGartner, “ Ga r httpsd/www@artoes.comhinformatiorstechnologyglossarybig-data

19U.S. Government Accountabili®ffice (GAO), Data and Analytics Innovation: Emerging Opportunities and
ChallengesGAO-16-659SP, September 2016 hdtps://www.gao.godsset€d80679903.pdf

20 For a more detailed discussiohfimancial services technology developments, see U.S. Department of the Treasury,
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A Financial System That Creates Economic Opportunities: Nonbank Financials, Fintech, and Inndu#ti@018,
pp. 2239, athttps://home.treasury.gaitesfiefaultfiles/2018 08/A-FinanciatSystemthat CreatesEconomic
Opportunities—NonbankFinancids-FintechandInnovation_0.pdf

2’For a more detailed discussion of data aggregation, cons u:
Information Regarding Cons unrederal RegisteBS898, Novemlbei 22,2018i al Recor ds
https://www.consumerfinance.g@olicy-compliancefotice-opportunitiescomnentarchiveclosedfequest
informationregardingconsumeifaccesdinanciatrecords/ For a summary of the feedback from this Request for

Information, see CFPEZonsumetAuthorized Financial Data Sharing and Aggregation: Stakeholder Insights That

Inform The Consumer Protection Principle3ctober 18, 2017, attps:/files.consumerfinance.gédocuments/
cfpb_consumeprotectionprinciples_dateaggregation_stakeholdersights.pdf

2Web scraping is used in many industries. -HickiegLdwv mot hy B. L.
Appeals Court Rgl s Ar$’ TechnicaSeptember 9, 2019, lttps://arstechnica.cotechpolicy/201909Mveb-scraping
doesntviolate-antrhackinglaw-appealscourtrules/

23 For more information on web scraping vs. application program interfaces (API), see U.S. Department of Freasury,
Financial System That Creates Economic Opportunities: Nonbank Financials, Fintech, and Innaudyi@018, pp.
25-39, athttps://home.treasury.gaifestlefaultfiles/201808/A-FinanciatSystemthat CreatesEconomie
Opportunities—NonbankFinancialsFintechandinnovation_0.pdf

24 For a longer discussion of this debate, G&S Report R4563Data Protection Law: An Overviewy Stephen P.
Mulligan, Wilson C. Freeman, and Chris D. Linebaugh

25 GAO, Information Resellers: Consumer Privacy Framework Needs to Reflect Changes in Technology and the
Marketplace GAO-13-663, September 2013, p. 19 htips://www.gao.gowdsset860658151.pdf
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porting agefdtesanoionsladbkabeth ¢iadhn
] data. New technology makes it more
alternat.i data from a variety of sources.

r exhd@phsepmer Finamcoic@lliPBmetl aacdteidon hB f ol l owi n g
ternative data in a 2017 Request for Informat.i

Al ternatiyv
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nonfinanci
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Data showing trends or patterns in traditional loan repaymeat da

Payment data relating to ndman products requiring regular (typically monthly) payments,
such as telecommunications, rent, insurancatilities.

Checking account transaction and cashflow data e
assets, whichcouldinclde the regularity of a consumer’ s <cash
information abouprior income or expense shocks.

Dat a t hat S ome consider to be related to a cons
information about the frequency of changes in residemeegloyment, phone numbers or
emailaddresses.

Data about a consumer’s educational or occupatio
about schools attended, degrees obtained, armqubfgitions held.

Behavioral data about consumers, such as how consumenact with a web interface or
answer specific questions, or data about how they shop, browse, use devices, or move about
their daily lives.

b}

Data about consumer s friends and associates, I nc
media?®
Al t ernacdadwled dmataent i ally be used to expand acces

currently credit invi®buttlalewm wmuddrablateons sike
security -prrotceamtsiuailf i miaonlcaitailonisn.s t imeartdfontshaeasaa mit

26 For questions regarding alternative data, congressional clients may contact Chris Jaikaran. For questions regarding
the use of alternative data in financial services, congressitigratiscnay contact Cheryl Cooper.

2TThe consumer reporting agencies typically use past repayments on mainstream financial institution credit, among
other data points, to calculate credit scores. For more information on the credit reporting induSiRg Seport

R44125 Consumer Credit Reporting, Credit Bureaus, Credit Scoring, and Related Policy, lsg&seryl R. Cooper

and Darryl E. Getter

2CFPB, “Request for Inf or maDataand MRIelingdeckniquegin thesCeedito f Al t er nat i
P r o c e sederdl Re®idtet1185, February 21, 2017, latps://www.consumerfinance.g@alicy-compliance/
notice-opportunitiescommentarchiveclosedfequestinformationregardingusealternativedataandmodeling

techniquescreditprocess/

29The CFPB diinguishes between different types of consumers with limited credit histories. One category of
consumers, referred to esedit invisibles have no credit record at the thresionwide credit reporting agenciasd,

thus, do not exist for the purposes of credit reporting. According to the CFPB, this group represents 11.0% of the U.S.
adult population, or 26 million consumers. Another category of consumers do exist (have a credit record), but they still
cannot bescored or are consideradnscorableNonscorable consumers either have insufficient (short) histories or
outdated (stale) histories. The insufficient and stale unscored groups, each containing more than 9 million individuals,
collectively represent 8.3% the U.S. adult population, or approximately 19 million consumers, according to the
CFPB.See Kenneth P. Brevoort, Philipp Grimm, and Michelle Kamtiaata Point: Credit InvisiblesCFPB, May

2015, athttp://files.consumerfinance.gdi201505_cfpb_datpointcreditinvisibles.pdf For more information, see

CRS Report R4597%inancial Inclusion and Credit Acss Policy Issuesy Cheryl R. Cooper

®%For a longer discussion on the benefits and risks of alte:
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Information Regarding Use of Alternative Fbderal&gisten d Model i ng
1118511188, February 21, 2017, latps://wwwconsumerfinance.ggudblicy-compliancehoticeopportunities
commentarchiveclosedfequestinformationregardingusealternativedataandmodelingtechniquescreditprocess/

31 Encryption is a process that secures information from unwanted accesshy changing information which can be
read (plaintext) and making it so that it cannot be read (cipherf@xtjnore information on encryption, SERS

Report R44642Encryption: Frequently Asked Quest®by Chris JaikargrandCRS Report R4440Encryption:
Selected Legal Issudsy Richard M. Thompson Il and Chris Jaikaran

32 For more information on data privacy and data protection lawGCB&Reprt R45631Data Protection Law: An
Overview by Stephen P. Mulligan, Wilson C. Freeman, and Chris D. Linebaugh

B¥For example, a Charles River Associates report suggests t|
educational attainment, college or university attended and use of nonprime credit tend to be correlated with race and
ethnicity. ” dencieskhave rogmadedt clearwhether using this information is or idegitimate

business justificatioflike, for example, using credit bureau information). For more information, see Marsha J.
Courchane and David M. SkandersBaijr Lending in theBrave New World of Big Dat&Charles River Associates,
May 2017, p. 5, atttps://www.crai.congitesfiefaultfiles/publicationsFE-Fair-Lendingwhitepapei050317.pdf

34E x p e r New Stydy Shows How Alternative Payment Data Helps U.S. Consu@redit Profiles” press rel ease,
February 25, 2015, attps://www.experianplc.comediahews2015Alternativedatato-creditreportsutilities-and

rent2015/ andFinRegLab,The Use of Cash Flow Data in Underwriting Credit: Empirical Research Findihgg

2019, https:/ffinreglab.orglp-contentliploads201907/FRL_ResearciiReport_Final.pdf

35|n its testimony to the House Financial Services Committee, the National Consumer LansGggésted that gas

and electric utility data and alternative financial produc
data with consumer protections would generally increase co
mentbned telecommunication payment data and bank transaction or cashflow data as additional alternative data

sources to study. S@estimony of Chi Chi Wiin U.S. Congress, House Committee on Financial Servidé®R TV

Keeping Score? Holding Credit Bureaus égatable and Repairing a Broken Systéw@arings, 116Cong., ¥ sess.,

February 26, 2019, pp-B1, athttps://financialservices.house.goploadedieshhrg116-ba0Gwstatewuc-

20190226.pdf

%615 U.S.C. §1681.
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Regulating Fintech: Consumer Protection  Agencies

The mandate for the consner protection agencies CFPB andhe Federal Trade CommissioRTC) 3 is largely
to ensure that consumers aneot unfairly or deceptiviy harmedby the practices of businesses under their
jurisdiction while maintaining a competitive marketplace. Within the context of fintech, there are-tifsle
between these objectives. For instance, encouraging firms to offer new kinds of corienély financial
services can help create a competitive market, but the new products also can create the potential for unfore
risks to consumers.

37 Federal Reserve Governoael Brainard;“The Opportunities and Challenges of Fintéebmarks at the Conference
on Financial Innovation at the Board of Governors of the Federal Reserve Sy&tehington, DCDeaember2,
201§ athttps://lwww.federalresee.govhewseventspeecHirainard20161202a.htm

38 The Federal Reserve, CFPB, Federal Deposit Insurance Corporation (FDIC), National Credit Union Administration
(NCUA), and OCC|nteragency Statement on the Use of Alternative Data in Credit Underwiiagember 3, 2019,
at https:/ffiles.consumerfinance.gé\documentstfpb_interagencytatement_alternativeata. pdf

¥CFPB, *“Re qumation Redarding Usenof Adternative Data and Modeling Techniques in the Credit
P r o ¢ e saederdl Reyidtet 1185, February 21, 2017.

40 CFPB,Consumer Protection Principles: Consunsauthorized Financial Data Sharing and Aggregati@ctober
18, 2017, ahttps://files.consumerfinance.gédocumentfpb_consumeprotectionprinciples_datsaggregation.pdf

For a summary of the feedbattiat informed these principals, see CFEBnsumetAuthorized Financial Data
Sharing and Aggregation: Stakeholder Insights That Inform The Consumer Protection Prjr@igitgser 18, 2017, at
https://files.consumerfinance.gé\documentsfpb_consumeprotectionprinciples_dateaggregation_stakeholder
insights.pdf

41 CFPB,Consumer Protection Principles: Consurfanthorized Financial Data Sharing and Aggregati@ctober
18, 2017, pp. B, athttps://files.consumerfinance.gédocumentsifpb_consmerprotectionprinciples_data
aggregation.pdf

42 A no-action letteris an official communication stating a regulator does not expect to take enforcement actions
against particular companies in certain situatibns.r mor e i nfor mat i on, see-AdihPB, “CFPB
Letter to Upstart Net wor k, ”hitpg/mews.consumerfinancesgeatpoutisé pt e mber 1 4,
newsrooméfpb-announcedirst-no-actionletterupstartnetwork/

43U.S. Department of the Treasusy Financial System That Creates Economic Opportunities: Nonbank Financials,
Fintech, and Innovatignjuly 2018, pp23-59, athttps://home.treasury.gmitesfiefaultfiles/201808/A-Financiat
SystemthatCreatesEconomieOpportunities—NonbankFinancialsFintechandInnovation_0.pdf
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Similar to other financial regulators, the CFPB and FTC issue and promulgate reguatissges pertingrto
fintech44 such as payments and data security. In addition, both agencies have created outreach offices. Thq
consumer protection agencies also use enforcement actions as tools to manage the effects of fintech on th
financial system.

For a detailed exaination ofthe consumer protection agencies regulatory approaches and initiatives related
fintech,see Rxxxxx Andrew Scott
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44 Section 18 of the éderal Trade Commissidkct (15 U.S.C. 857) authorizesthe FTCo prescri be “rul es whi
define with specificity acts or practices which aréaimor deceptive acts or practices in or affecting commiéine

addition, various other statutes authorize FTC rulemaking; such rulemaking is typically promulgated in accordance

with 5 U.S.C. 8553. One of the more significant rules the FTC promulgatesespect to financial institutions is the

Safeguards Rule, which implements the data security provisions of the GreaumBliley Act (GLBA; P.L. 106

102. For more on GBA and the Safeguards Rule, 8RS Insight IN11199ig Data in Financial Services: Privacy

and Security Regulatioiy Andrew P. Scott

45 For questions regarding automated decisionmaking and attifitéligence, congressional clients may contact
Laurie Harris. For questions regarding the use of automated decisionmaking and artificial intelligence in financial
services, congressional clients may contact David Perkins.

46 Financial Stability BoardrinTech and Market Structure In Financial Services: Market Developments and Potential
Financial Stability ImplicationsFebruary 14, 2019, pp-5, athttps://www.fsbh.orghp-contentiipload¢P140219.pdf

47 Commodity Futures Trading Commission (CFTC) and Securities and Exchange Commissior-{S#a)s

Regarding The Market Events of May 6, 20R8port of the Staffers of the CFTC and SEC to the Joint Advisory
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Committee on Emerging Regulaydssues, September 30, 2010, pi8, Athttps://www.sec.gowewsstudies2010/
marketeventseport.pdf

48 Robert Bartlett et alConsumeiLending Discrimination in th&inTech EraNational Bureau of Economic
ResearchWorking Paper no. 25943, June 201%tgts://www.nber.orglapersh25943

“Ernest Hamilton, “AI Perpet uaTechfimes Bpi2a2019Bti as in the Lendi:
https://www.techtimes.corarticles240769201904024i-perpetuatinehumanbiasin-the-lending space.htm
®Penny Crosman, “Can Al s ¢AMnerican Bankedandary p,200b dte m be sol ved??”

https://www.americanbanker.congwstanais-blackbox-problembe-solved

51NIST, U.S. Leadership in Al: A Plan for Federal Engagement in Developing Technical Standards and Related Tools
prepared in response to Executive Order 13859, August 9, 20196ppttatps://www.nist.go\gystenfiles/
document201908/10/ai_standards_fedengagement_plan_9aug2019.pdf

52 For questions regarding cloud computing, congressional clients may contact Chris Jaikararsteorsqegarding
the use of cloud computing in financial services, congressional clients may contact David Perkins.

%pDavid C. Brock, “Someone Else’s CotapEuSpestrumAuguitdl, Prehi story
2017, athttps://spectrum.ieee.otgthhistorykilicon-revolutionsomeoneelsescomputerthe-prehistoryof-cloud
computing
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54 This report will use the ter banksto refer collectively to bankand thriftholding companies and their insured
depository subsidiaries. This report does not refer to credit unions, though many of the issues related to banks examined
in the report may also relate to credit unions.

55 For more information on cloud computing characteristics, see Institute of International FilanceComputing in
the Financial Sector, Part 1: An Essential Enableugust 2018, pp.-4, athttps://www.iif.comPublicationdD/780/
IIF-Cloud-ComputingpaperPart1.

56 For more information on encryption, SERS Report R4464Encryption: Frequently Asked Questiphy Chris
JaikaranEncryption: Frequently Asked Questiphy Chris Jaikaran.
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57 Operational risk refer® the risk of losslue tofailed internal controls, peopler systems, or from external events

and includesyber risks (e.g., data breaches, insufficient customer data backups, and operating system hige&ings)
Basel Committee on Banking Supervisi@minciples for the Sound Management of Operational ,Rigke 2011, at
https://www.bis.orgdublbcbs195.pdfand European Banking AuthoritgBA Report on the Prudential Risks and
Opportunities Arising From Finteglluly 3, 2018, pp. 583, athttps://eba.europa.eitestiefaultdocumentdiles/
documents/018)/227090902c7859f{576e421eb243a145c0eaal3l/
Report%200n%20prudential%20risks%20and%20opportunities%20arising%20for%20institutions%20from%20FinTec
h.pdf.

5812 U.S.C§1867(c).

59 The broader issue of regulating bank relations with thady technologyervice providers is also discussed in the
“Banks and ThirdParty Vendor Relationships s ect i on later in this report.

6012 U.S.C51867(c).
61LizHoffman, Dana Mattioli, and Ryan Tracy, “Fed Wabmined Amazo

Street JournalAugust 1, 2019, dittps://www.wsj.con/articlesfed-examinedamazonscloud-in-new-scrutiny-for-
tech11564693812
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62 bid.

63 For questions regarding cybersecurity, congressional clienteomagct Chris Jaikarafor questions regarding

cybersecurity in financial services, congressional clientsaoatactAndrew Scott

64 This report focuses only on cybersecurity in financial services. For more information on cybersecurity generally, see

CRS In Focus IF1055%ybersecurity: An Introductigrby Chris JaikararfFor information on data protection law, see

CRS Report R4563Data Protection Law: An Overviewy Stephe P. Mulligan, Wilson C. Freeman, and Chris D.

Linebaugh

65 A denialof-service attack is a cyberattack whereby an adversary delays authorized users from accessing system

resources. They may delay such access by overwhelming the system, for exarpgelitny an excessive amount of

internet traffic to a website, degrading its ability to operate.

6Rachel Adams, “Target to Pay $18.5 MNéwlYorkTimeMay23 7 States i:
2017, athttps://lwww.nytimes.con201705/23businessargetsecuritybreachsettlement.html

John D. McKinnon and Laura SaunddalsSireetd®imaMay 26,2045, I RS Expo s
at https://www.wsj.comdrticlestriminalsstealtaxpayerdatavia-irs-web-service1432672691

8Anna Maria Andriotidg, ohBdqui2f atx Mi dd n toinf\ial Streekdbuknidl by 2017 Br

March 18, 2018, dtttps://www.wsj.condrticleséquifaxidentifiesadditionat2-4-million-affectedby-2017breach
1519918282
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2 0)4h ape oivoinse | at ecdy bteor stehceur i ty of financial servic
by bdnksadditiossuecegmiadooagicecty of forms design:
evaluate their risks and &omply with cybersecur.i

The existing framework was 1implemented before ce
and risks related to cybersecuisi tpy odrigwablty olma v a

finaSnuccec.ce s s Dl fhaaksei al insetntubneds abowveh &s ghh
importance of finanacvaearl.s iskhrav ifcreasmecwyobrekr sgeocvuerrintiyn g
services cybersecurity reflects a complex and so
l aws, r © @lgal tait oonr ssa,,n caen.d Hoauwedver, whet her this fr ame
efficient, resulting in adequate protection agai
burdens on banks® is an open question.
Concer ndsa saabcouwrti t y @ spindde ,2a ng@egtfeasromatriai ses privacy ¢oO
Indi vvidaabactions are increasingly recorded and
over how financial institutions should be allowe
institutions remain unresolved.

For empnformation, o@88hRepor JLs@BEUFALDD, 6HUYLFHYV DQG
G\EHUVHFXULW\ 7KHb)HGMUDIOr 5ROHVe i s s;CRiBd I M. FMazwuwrseen N
I F10&SBHUVHFXULW\ $Qb, @ WURGIXFWMIHER Qkap amtDWRBE 56 3 1,
SBURWHFWLRQ /DZ $Q 2YHWYbHHZ P. Mulligan, Wilson C.
Linebhaugh

Seledeeldnological Innovations

When innovative financial technology i1is develope

product, it might raise queaspploihcawnlde r egghud ade gme
foster the potential benefits and protects again
fintech innovations, including their potential b
issues that Congress 1s cdansidering or may c¢choos
Lending

Traditionally, consumer and small business lende

applying fdhesentwnllbamandipt wrasthperssss poect i ve

borr dcweerdsi t wodet kr mhest hgr wdhwel d esnxiteand credit to

and under what ter ms abBhea edmddwwdiyt lmdoprnoauss s td
costly. Dating back t oagatn ereaalpos el 9c8r9¢, d iwti tshc o rhee «cod

69 For example, the bank regulators, through the Federal Financial Institution Examination Council, issue a
Cybersecurity Assessment Tool to help an institution identify its cybersecurity risks abdity to address them.

0 For example, see Greg Baer and Rob Hurtdrpwer of Babel: Cyber Regulation for Financial Servj&ank
Policy Institute, Banking Perspectives, second quarter 20h#tpat//www.theclearinghouse.obginkingperspectives/
2017201 7g2-bankingperspectivesirticlestyberregulationfor-financiatservices

"L For questins regarding lending, congressional clients may contact David Perkins or Cheryl Cooper.
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2FICO is a trademarked term that was originally an acronym that stood for Fair, Issac, and Gethparompany
that developed the score.

“Matthew Adam BrumkserandTRerils of Al g ChidageKentiaw Lender s’ U:
Reviewvol. 93, no. 1 (March 16, 2018), pp.-18, athttps://scholarship.kentlaw.iit.ediklawreview/vol93/iss1//.

74U.S. Treasury Departmer®pportunities and Challenges in Online Marketplace Lenditgy 10, 2016, p. 5, at
https://www.treasury.goebnnecthlog/Documents/
Opportunities_and_Challenges_in_Online_Marketplace_Lending_whjer.pdf

GAO, )LQDQFLDO 7THFKQRORJ\ $JHQFLHV 6KRXOG 3URYLGH &GADURILFDWLRQ RQ |
111, December 2018, p. 33,Htps://www.gao.godssets/00696149.pdf

76 A recent academic study from the Federal Reserve Bank of Philadelphia suggests that alternative data may expand
credit access and improve credit terms for some consu8egslulapa Jagtiani and Catharine Lemig&te, Roles of
Alternative Data and Machinkearning in Fintech Lending: Evidence from the LendingClub Consumer Platform

Federal Reserve Bank of Philadelphia, Consumer Finance Institute, Working Pdpeal8
https://www.philadelphiafed.orgmediafesearckanddatapublicationsivorking-papers2018fvp18-15r.pdf

77 Julapa Jagtiani and Catharine LemieTie Roles of Alternative Data and Machine Learning in Fintech Lending:
Evidence from the LendingClub Consumer Platigsm 1923.

78 Making a comparison of the relative size of these lenders to the consumer credit industry as a whole is difficult.
Borrowers often take out marketplace loans to pay down credit card deltidextdoans, and thus arguably the entire
unsecured consumer loan market is the appropriate comparison. If the comparison group is set inclusively with all
consumer credit included, the $17.7 billion is a relatively small segment of an industry of Z8auillibn as of the

end of 2017See Federal Resend@nancial Accounts of the United Stat€@onsumer Credit Outstandirgs.19,

historical data, atttps://www.feleralreserve.gokéleaseg/19HIST/cc_hist_sa_levels.htm addition, marketplace
lenders also make loans to small businesses and small business owners, and thus arguably small commercial and
industrial loans also should be included in the comparidowever, marketplace loans are unlike credit card loans, in
that they araonrevolving(i.e., the amount loaned and term to pay back in full are specified), and they are unlike
student loans in that the can be more easily discharged in bankruptcyckaraeterizes marketplace loans strictly as
personal, nonrevolving, and unsecured loans that are not student loans, they would account for an estimated 8.7% of a
$203.5 billion market at the end of 2017. See Federal Re$énamcial Accounts of the Umitl StatesData Download
Program, ahttps://www.federalreserve.galdtadownloadZhoose.aspx@l=z1. Upon congressional request, CRS will
provide data.

7 For a more detailediscussion of relevant laws fintech lenders must comply with and the lack of detailed guidance
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from regulators, see GAQ,LQDQFLDO 7HFKQRORJ\ $JHQFLHV 6KRXOG 3URYLGH &ODULILFD
Alternative Data GAO-19-111, December 2018, pp-19, at https://www.gao.godssets7/00696149.pdf

80 Brian Knight,Modernizing Financial Technology Regulations to Facilitate a National MaNetcatus Center at
George Mason Universitylercatus orPolicy, July 2017, ahttps://www.mercatus.orglblicationsfinanciatmarkets/
modernizingfinanciattechnologyregulationsfacilitate-national

81 For example, see letter from Cynthia H. Coffman, Colorado Attorney General, Maura Healey, Massachusetts
Attorney General, et alo Sen Mitch McConnell, SenCharles E. Schumer, Seviike Crapo, and SerSherrod

Brown, June 27, 2018, https://www.consumerfinancemonitcomivp-contentliploadssites14/201807/AG-
Maddenletter.pdf

82GAO, )LQDQFLDO 7HFKQRORJ\ $JHQFLHV 6KRXOG 3URYLGH &GADURILFDWLRQ RQ |
111, December 2018, pp-19, 1518.

83 For more information, seERS ReporR45726,Federal Preemption in the Dual Banking System: An Overview and
Issues for the 116th Congresy Jay B. Sykes
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Figure 1.Depiction of Common Marketplace Lending Models
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Source: Congressional Research Service.
Another area of debate 1s how cofismtmecahl Iwandi bg
propomregitues that, because financidbetaanhdgyglkaogi of
new data sources, thkacaddatihinol iolgiitey tma yi mkipaindu al
businesses in a fair, safe, and less costly way.
burdensome regulation of btelhedfd cttadhrwaoladgite s oaauwlk
who may have previousl yHbweked, sabmeccensumeedad
argue that inexperienced fintech lenders with a
could 1inadveorntseptelay ecxitoloat @ egul ations. For examrg
make loan decisions that unintenti dwdlbllutliamge a
fair lefdliang, lwlwen lenders deny a loan applicati

84 For a hypothetical example, imagine a lender determines that which high schosdrawent to is correlated to how
likely he or she is to default on a loan, and so watealgorithm that favors certain high schools relative to others in
terms ofprobability of application acceptanaed interest rate charges. If the high school agreattends is also
correlated to race, that algorithm could result in a disparate impact on a certain race.

85 For example, the Equal Credit Opportunity Act (ECOA, 15 U.S.C. §81691f) generally prohibits discrimination
in credit transactionsbasedupore r t ain protected classes,
religion, marital status, age, and “because all or

program.” ECOA hi st or iprohibitboth intentienal Hiscréminationnaoiispargterirapact d t o
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&RQIJUHWY Jay B. Sykes
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hBank Serpvaincye Acotm @ BBS5(bA); aPn dL -It chaeB IhGrlaenym Act ( GLBA;

L.-lhibvasured deposegohygtbomatdi tswetti of aut horit i
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discrimination, in which a facially neutral business decision has a discriminatory effectaiecqut class. However,

the Supreme Court’s reasoning HouasingActanetherfeldral 5 deci sion invo
antidiscrimination law, has sparkddbateabout whether disparate impact claims are permissible under ECOA. For

backgroundn disparate impact claims, SERS Report R4420B)isparate Impact Claims Under the Fair Housing

Act, by David H. CarpentebDisparate Impact Claims Under the Fair Housing Amt David H. Carpenter.

8612 C.F.R. §1002.9(a)(2).
87 For questions regarding bank thipdrty vendors, congressional clients may contact Darryl Getter.

88 See Basel Committee on Banking Superviskrimciples for the Sound Management of Operational ,Rliske
2011, athttps://www.bis.orgdublbcbs195.pdf
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For more detailed e xCaRnSi nlant iFoonc Wdd F KEFRIDBOIIiBsHUuYeLFHs e ¢

URYLGHUV IBY %DONVyl E. Getter

Regulating Fintech: Depository Regulators

The depository regulatord the Federal Reserve, FDIC, OCC, aNdtional Credit Union Administration
(NCUA) 3 face particular fintechelated challenges regarding how to ensure banks and credit unions can
efficiently and safely interact with nonbank fintecimpanie$! Sometimes fintech companies partner with and
offer services to banks or credit unions. Other times, they seek to compete with banks by offering bank er b
like services directly to customers. In some circumstances, banks themselves can desielown fintech.

Given their broad responsibilities, banking regulators can engage with and respond to fintech in numerous

including by amending rules and issuing guidance to clarify how rules apply to new products; supervising th
relationshig banks form with fintech companies; granting banking licenses to fintech companies: and condu
outreach with new types of firms to facilitate communication between industry and regulators.

For a detailed examination of the depository regulat@proache and initiatives related to fintechee Rxxxxx
Andrew Scott

89 For example, see the following releases: NCB#aluating Third Party Relationshipketter No.: 07CU-13,
December 2007DIC, Guidance for Managing ThirParty Risk FIL-44-2008,June 6, 2008; FedarFinancial

Institutions Examination Council, “Financi al Regulators

Providers,” press r hitpsdhavevdfiec.gopresgpri8112.MniFDIC, TdchHnalggy a t
Outsourcing: Informational Tools for Community Bankéti -13-2014, April 7, 2014FDIC Office of Inspector
General,Technology Service Provider Contracts with FESQpervised Institution®ffice of Audits and Evaludns,
Report No. EVAL:-17-004, February 203And NCUA Office of Inspector Gener&ludit of the NCUA Information
Technology Examination ProgranOversight of Credit Union Cybersecurity Programeport No OIG17-08,
September 28, 2017

9 For more informtion on banking industry consolidation, 8RS Report R4551&anking Policy Issues in the

116th Congressoordinated by David W. PerkinandCRS Insight IN11062BB&T and SunTrust: The Latest
Proposed Merger in a Lonagierm Trend of Banking Industry Consolidatitwy David W. Perkins

91 The Federal Reserve, Federal Deposit Insurance Corporation, and Office ofrtpgdller of the Currency
comprise the federal banking regulators. The National Credit Union Administration regulates federal credit unions.
These four agencies are collectively the federal depository regulators.
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Consumer Elect?f0onic Payments

Consumers have severahoaptasbns rtass mlkdd¥ddédbienct r on i
For instance, consumers can make purchases by s w
terminal; they can store their poefthepgdc panymeart
app to scan aa mboabricloed e hoone that 1inks to a payme:
enjoy electronic payments innovations that allow
limiting the n%ted to manage cash.

Figure 2. Consumers Payment Transactions, Selected Years
Number of U.S. Transactions, In Billions
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+67%
+38%
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. HEN
Debit cards Credit cards Electronic Bank- Checks ATM cash
to-Bank Transfers withdrawals

Source: The 2019 Federal Reserve Payments Study: Initial DataRetpagayww.federalreserve.gov/
paymentsystemfs/paymentsstudy.htm

De s phiet et etechnol ogy surroundipgyment aenbet oawaklslnyt s ,
run through the banking system. Accessing these

92 For questions regarding payment systerosgressional clients may contact Andrew Scott.

9 For examplePayPal enables users to send and receive money via credit or debit card, directly through their bank, or

by using funds stored in their account. Square offers a mobile payment terminal ke enasumers to swipe or

insert a payment car&urther, cah can take longer to process at the point of sale (making change, counting coins,

etc), preserg a security risk (carrying cash in a register), and takes time to store (depositing cash ireselpaek

accountys ome of these issues are elucidbu®e DonAmMNéw aNewman, «C
York TimesDecember 25, 2017, https://www.nytimes.con201712/25hyregionho-cashmoneycashlessredit

debitcard.htm]
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of consumers and merchants. For example, mnot hayv
of theft whipaidncoececpaymgid°Semastdrpyopocesensonmers m
denieadwisces 1f they only wuse cash, but 1f they ¢t
of f erceads hb yt r Jamsoancytmoaurss nat ure is eroded. Further,
over electronic payment systesnsrgexpbeedate proces
cybersecurity attacks. Policymakers may examine
an evolution away from casdh basbeckdnacofgiettsh eainrd acsossets

For more informa€CRInNRepTtIBKBR BRWHOQWLDOe'HHFOLQH RI1 &I
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Re alli me Payments

There are several steps in the process byf comple
various(Q&cpVaHyUme nt services accessed by consumers
the private s e c taonrtkd alhnk tphaey noetnhte rmehsasnadg,i nbg , clear
can currently be executed htehrFeugh ¥Ih Rteesmsr vreun pr

94 FDIC, 2017 FDIC National Survey of Unbanked and Underbanked Housel@itisber 2018, p. 4, at
https://www.fdic.gowouseholdsurveg0172017report.pdf

9 A 2018nationally representative survey from the Federal Resdtwas that 426 of consumers prefer to use debit
cards, compared to 28for credit cards and 22 for cash.The survg also shows thdtalf of consumer transactions
are less than $25, and%®f those transactions are completed with cash; further, almosighegters of P2P transfers
were cash transactiori@inally, dthough cash has generally trended down both irepeete and usage over the past
few years, households with annual incomes under $50,000 have increased their daily cash Roidimy®, see
Raynil KumarandShaunO * B r 20&91indings from the Diary of Consumer Payment Chdiederal Reserve
System, Cash Product Office, June 2019, p. fitps://www.frbsf.orgtashpublicationsfed-notes2019june2019
findings-from-the-diary-of-consumeipaymenichoice/

9 Claire WangCash Me If You Can: The Impacts of Cashless Businesses on Retailers, Consumers, and, Cash Use
Federal Reserve System, Cash Product Office, August 20i@psit/www.frbsf.orgéashfiles/CashMe-If-You-Can
August2019.pdf

97 For questions regarding retine payment systems, congressional clients may contact Marc Labonte.

98 Federal Finanail Institutions Examinations CounciVholesale Payment SysterisExamination Handbook, July
2004, pp. 18, 1217, athttps://ithandbook.ffiec.goittbookletsivholesale paymentsystems.aspx
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Accordingat oRheadrvdet ¢rhee PUmnwetled States is far b
countries in ttermmas pafymeamvtisng vracdad™ble to the gen:

P¥Feder al PRtentiat Modifications to the Federal Reserve Bahkgional Settlement Service and Fedwire®

Funds Service To Support Enhancements to the $2ayeACH Service ” Fe&ddral Registe21223, May 16, 2019,

at https://www.federalregister.galbcuments201905/16/201309949potentid-modificationsto-the-federatreserve
banksnationatsettlemeniserviceandfedwire-funds The Federal Reserve sought comments on this proposal in

November 2018. S Paentidlddderal RdservR Actions tor Supportinterbank Settlemerdtef Fa

Payments ” Fe&déral Registe21, November 15, 2018, p. 57351h#ps://www.govinfo.gowontentpkgFR-2018
11-15/pdf/201824667.pdf

The Federal Reserve stated, “it will 1likely t-ake longer f
sector service, to achieve nationwide reach regardless of
Federal Reserve Actions Support Interbank Settlement of Faster Paymdsket No. OPL670, August 5, 2019, at
https://www.federalreserve.gmdwseventaressrelease#es/other20190805al. pdf

101 Federal Reservé&ederal Reserve Actions to Support Interbank Settlement of Faster PayiDmakst No. OP

1670, August 5, 2019, pp. 738, athttps://www.federalreserve.gmgwseventpressreleasdies/

other20190805al.pdf

102 By statute, all depository institutions, including commercial banks and credit unions, and a select number of

nonbank financial institutions may hold reserveoarts at the Fed.

103 Federal Reservé&ederal Reserve Actions to Support Interbank Settlement of Faster PayDmakst No. OP

1670, August 5, 2019, attps://www.federalreserve.gmewseventaressreleasefés/other20190805al. pdf

P4For an overview, see National FastertPaymants30d” (Maeya r3i,n g2 0Ho9u,s ea tAs
https://www.nacha.orgystemfiles/201910FasterPayments101_2019.pdf

5The Cl1 ear The RTPHNetwoskeFor Alf Financial Institutions’ httpst//www.theclearinghouse.org/
paymentsystemgatp/institution

106 Federal Reservef UDQVFULSW RI &KDLU 3R ZHIY3D,PU1SB Hitths: MvenReQedlte s Qd-ddv/
mediacentefiles/FOMCpresconf20190731.pdf
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For more informa€RSnRepot 8 i6R BB WPHIOQW 6sVaeHP 3ROLF\ ,V
)DVWHU 3D\PHQWVY DRG ,QQKRYPWLRQ Cooper, Marc Labonte

WAar on RdaldimePaynfents Can Help Combatinequality Br ookings Institution, March
https://spotlightonpoverty.orgpotlightexclusivesfeattime-paymentscanhelp-combatinequality/

108 CFPB,Consumer Voices on Overdraft Prograrivember 2017, pp. 189, athttps://files.consumerfinance.gév/
documentwfpb_consumevoiceson-overdraftprograms_report_112017.pdf

109Thomas WadeRrimer: What Is A Realime Payments System, Andd/8hould Operate ItRmerican Action
Forum Insight, June 11, 2019, htps://www.americanactionforum.onggightprimerwha-is-a-reattime-payments
systemandwho-shouldoperateit/.

110The Clearing House, comment letter, Docket No-18R5, December 14, 2018, tatps://www.federalreserve.gov/
SECRS2019February?20190207DP-16250P-1625_121418_133156_423844567989_1.pdf

111y.S. Departmenof the TreasuryA Financial System That Creates Econo@jiportunities July 2018p. 156, at
https://home.treasury.gaifestlefaultfiles/2018 08/A-FinancialSystemthat CreatesEconomieOpportunities—
NonbankFinancialsFintechandInnovation_0.pdf

112|ndependent Community Bankers of America, comment letter, Docket Na6@#December 14, 2018, at
https://www.federalreserve.g@ECRS2019March20190315DP-16250P-

1625 121418 133342_402680988614 1 .Agfen Payment Network, comment letter, Docket No.1625,
December 14, 2018, https://www.federalreserve.g@®ECRS2019April/ 20190408DP-16250P-

1625 121418 133340_452781016249_1.pdf

113See Aaron Rosenbaum et &aster Payments: Market Structure and Policy Consideratibaderal Reserve,
Working Paper no. 201¥00, September 2017, fattps://www.federalreserve.g@donrededsfiles/2017100pap.pdf
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Cryptoctrrency

Cryptocurdiegiictiacels moneey 1in electronic payment sys
government backing or the invol vemegnptueodfiran 1in
validate paymenttshatroageptubldi £r bend gamisnal i d c han
cryptographic protocols. In these systems, ind
of numbers and c¢chaDGQGUHBKEOKFNNHEetn icalpgeaeidr ad wit
o tfSULYDMiHo N\ only t o “Aetsmacnt d wmt olbcludesr .when t wo p
transfer digital currency (perhaps in payment fo
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The buying party will unlock the currency used

amount to dbef rtorma thsefrerarcc oufihe toelther sthdrerl ocks
account using HFromwn hpripeaspekeyve of the indi-
the mechanics are similar to authorvedngl ptyment
enter a username and password. In addition, comp
can download onto a device to matkrei eanrxdlhny.acting i
I ndi vi dwaclhsa scea nc r yprt ocmxpachsat fdbir¢ st onadi sgaedr moma ety
like the U)WSIXUHoIr]l ot hessre ¢ t hptyo ctaimbmndod e n g wor k
for the cyypteatfior mn

Many digital c¢ulbl e altychcphlmotd foogmyms dus e c h'¥nges to t
I n a b leoncakbclheadi ns yst em, payments are validated on
decentralized net work of prypdtthamibespsasyndsasypt o
that oddbelnmwd w ee a c henxocthhaenrge s o me i haingd warafd evnaclyu)e
because tthhee yp latartdufsott m pr ot ocols to pr.event 1nvaldi

14 For questions regarding cryptocurrency and blockchain payment systems, congressional clients may contact David
Perkins, Eva Su, or Chris Jaikara

1151 cryptography, &eyis a value (e.g., a string of numbers) used for the operations of encryption, decryption,
signature generatiooy signature verification.

116 David Mills et al.,Distributed Ledger Technology in Payments, Clearing, and SettteBeard of Governors of the
Federal Reserve System, Financial and Economics Discussion Serie39%)18ashington, DC, 2016, pp.-1@, at
https://www.federalreseevgoveéconresdatééds2016files/2016095pap.pdf

117 For more information on blockchain technology, €8S Report R4511&lockchain: Background and Policy
Issuesby Chris JaikargrBlockchain: Background and Policy Issubg Chris Jaikaran.

118 pDylan Yaga et al Blockchain Technology OvervieW!IST, NIST Interagency Report 8202, January 2018, pp. 12
25, athttps://nvipubs.nist.gouhistpubsit/2018NIST.IR.8202.pdf
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Figure 3. Cryptocurrency Prices ,June 2015March 2020
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Source: Coinbasedatg accessed through the Federal ReseBamk of St. Louis Economic Data website at
https://fred.stlowsfed.orgéategories33913

Cryptocurrency advocates assert that a decentral
internet could be faster and less costly than tr
infrastWhettthreas s uch ewfiflilc ibeen caicehsi ecvaend orre mai ns an
Ho we vheer ,pott ent ial for increasedsipayymomt sdfnfgi cincom
hat certain central banks have i-mavekad,gated t he
lectomdmi cvcnandhreidescentral bPEBROCGCHD gdsutuall a uwayye ntch ¢
he benefits of certain alternative payment syst
i Hew CBDCs would be c¢created and fthnge,t taamadear e st
he possibility of their intr'egpcdoponateaeisedequa
inanci al syst®m and the economy.
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Whet her cryptocurrencies are a@Ppyptpaoedgyatedty regul
proponents argue that regulation should not stif
payment system, while opponents argue that 7r1egul

119 Jerry Brito and Andrea Castill8jtcoin: A Primer for PolicymakersMercatus Center at George Mason University,
2016, pp. 1318, athttps://www.mercatus.orgystenfiles/gmu_bitcoin_042516_webv3_0.pdf

120 For more information on this issue, 8BS Report R4542Tryptocurrency: The Economics of Money and
Selected Patiy Issuesby David W. PerkinsandCRS Report R4571Ghe Potential Decline of Cash Usage and
Related Implicationsby David W. Perkins
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cryptocurrency to evade orohidenthmers apotiontiaelh
suffering losses from manantkasteredetiecpnpiogyse o
cryptocurrency regulation occurs at the exchange
cryptocurrencies-beckhbhdr ff art ogtohweere ncoreyapst ooc ur r ¢ n ¢ i
Generally, these exchanges must register as mone
t o U.hSe. TsFiansaunrcyi al Crimes Enforcement Network as
the federal levelapphidmaebéygshhbhgrde¢rtongthequireme
types of companies fypcerwattiolstedtved r, pcocsreyupdtomcyunroruesn c
decentralized nature nevertheless provides a new
taxes, omamdidals Pegpndtii ons .

Consumer groups and other comment aitseerrs armre al s o
inadequately protected against unfair, deceptive
cryptocurrencies are s oulbdj,e cetx cchraynpgteodc,u rorre nnecayr keextce
cryptoeruwrlractnecdy businesses topgehnhecalbywy adpwhbicahdt:
state laws and regulationsecdn¢cbeBhgwapghs,esd t o
ot her laws ammedegtulpaptotomst ing consumers engaged
transactionfomayxmamtplapplthe Eleftt®ngPc.(LEETA; Tr ar
9 % 3)0 e qutirraedsi t i onal financial institutions engagi
certain disclosures about fees, correct €errors W
liability in the ev®RBdcodfs anmatchank add zdtdh of i fiamx
institution is involved in digital currency tran
these trfnsactions.

Finally, some central bankers and other experts
crypt oyc uardraepotail d af fect tehreala bRimidietroyt choefr tcheen tFreadl b
implement and transmit monetary pwkreymnotf one o
subj @otvetr mameaonsweprpes yal so prevalent and viable p

For monrfeor mati on, o @88 hRepor &UBSMRPRPXUUHQF\ 7KH (FRQRF
RI ORQH\ DQG 6HOHEWHG 3BOL FWC RW.X R¥eprokritaGRFBNEKDBL Q
%DFNJURXQG DQG IPROLFA rVEXHY i kKapamOLRWEDBG &« XUUHQFLHYV
DQG ORQH\ /IDXQGHULQJ /HJDO %DFNJURXQG (QIRUW HPHQW $FWL
Jay B. Sykes and Nicole Vanatko

Capital EorCmaotwiddmndi g and I COs

Financial innovation in capital markgts has gene
incl FURZGIXNQEQQWLDO FRXQ RdIfHWin@dovl gv ¢ s sr abiys i ng fund

iFor example, The U.S. Att oerwmeWorsk Of“TRocses SWlubtrhiecrnt ,Ditshter i @rt
the “Silk Road’” Website, Found Guilty in Manhattan Federal
https://www.justice.gowisaesdnyprirossulbricht-creatorandownersilk-roadwebsitefound-guilty-manhattan

federatcourt

22Nicholas Gess and Andrew Ray, “St:atEey eAt toonr nCer Wp t Gecnuer 1T acln cti oe
Things FinRedblog), Lexology, July 31, 2018, https://www.lexology.contibrary/detail.aspx@=baaab9foafl2-

49e6990b5-b063b0e61533

12315 U.S.C81693c,81693f,81693g.

124 5eeCRS Report R4333®itcoin: Questions, Answers, and Analysis of Legal IssweEdward V. Murphy and M.
Maureen Murphy

125 For questions regarding capital formation, congressional clients may contact Eva Su.
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1265 E CUpdated Investor Bulletin: Crowdfunding for Investors Ma y 1 bttps://@wls@c,goiea/
investoralertsbulletinsib_crowdfunding.html( her einafter SEC, “Updated Investor Bul
Investors?”).

1273 E Clnvestor Bulletin: Initial Coin Offerings” J ul y https;//wvaninVestor.gaadditionatresources/
newsalertsalertsbulletinsinvestorbulletinrinitial-coin-offerings(hereh a f t e rinveSstBrBulletifi: Initial Coin

Offerings’ ) .

23EC, “Updated Investor Bullet i nnvestorBulletid fiiahGoinng for Investo
Offerings ”

129 Garry GabisonUnderstanding Crowdfunding and its RegulatioBaropean Commsson, 2015, at
http://publications.jrc.ec.europa.egpositorybitstreamdRC92482bna26992enn. pdf

WS EC, “Cr o wd FedenalRegiste713887.30, November 16, 2015.

1381 Marc Franson and Peter Manbetke Regulation of Marketplace Lending: A Summary of the Principal Issues
Chapman and Cutler LLP, April 2019, pp-829, athttps://www.chapman.comiediapublication/
926_Chapman_Regulation_of Marketplace_Lending_2019.pdf

132 For more information on securities regulation and initial coin offeringsCR&® Report R4530Kecurities
Regulation and Initial Coin Offerings: A Legal Priméry Jay B. Sykes

BSEC, “Investor Bulletin: Initial Coin Offerings.”

¥SEC Chairman Jay Clayton, “Statement on Cryptocurrencies
https://www.sec.gowewspublic-statemenstatementlayton-201712-11.
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B5pwC Deals,&a RQVLGHULQJ DQ ,32 WR )XHO <RXU &RPSDQ\TV )XWXUH" ,QVLJKW LQW
Public, November 2017, dtttps://www.pwccombsentdealspublicationsassetsiostof-artipo.pdf.

136p 1. 112106 126 Stat. 306 (2012).

BISEC, “Cr o wd FedenalRegiste7138873.389, November 16, 261

138 For more information, seERS In Focus IF11004inancial Innovation: Digital Assets and Initial Coin Offerings

by Eva Su

139 satis GroupCrypto-asset Market Coverage Initiation: Network Creatidaly 11, 2018, at
https://research.bloomberg.cqubtest28giW28tf6G7T_Wr77aU0gDgFQ

MWFinancial Industry Re mital Goin OffeyngsACAskhWhatitot Know NGW aNdRT i ,
Tested Tips for Investoys” I nvest or Al e http//wwh.fingawrginvestosalertshifial-cdin-  a t
offeringswhatto-know.
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The SEC has taken initiatlfSeptel2odbleld,d rtelses SkbGne of
established a new Cyber Unit and increased its n
entities engaged iMSdngetahanhsaemencabas8HBCohe.
frequency oafc teinofnosr cagamemats ¢ n d orf eCcOiupnideanstgswe 1 1 a s
market intermedeatees @ndeinvhs akhetndt i managers) .
enforacmdwigaiest ent i tnicees wlioorth moenccuomptliicas regul a
obteadi murt bdndé¢rsaliegedl™ fraudulent 1COs.

Related Issue: 'LJLWDO $VVHW Y{FKDQJHVp

Digital assetsoften referred to ascrypto assetamong other terminologyare digital representations eflue
made possible by cryptography and blockchain, and include the coins and tokens offered througWit@i@she
past two years, this new asset class has experienced rapid growth, high volatility, maturing practices, and
regulatory scrutiny44 About 300 platforms are offering digital asset trading and referring to themselves as
"HI[FKDQJHVpu DV RI Mk &BitoH, Platforms trading digital assets appear to resemble securitie
exchanges, as they bring together buyers and sellers, execute tautdsdisplay priceslowever, many such
platforms, if they are regulated at all, are registered as mareaysmission services (MTSs) instead of-SEC
regulated national securities exchangsS he SEC issued a statement in 2018 clarifying that online ptatffor
buying and selling digital assets that qualify as securities could be uffawful.

The SE@egulated exchanges are designed to protect investors against fraudulent and manipulative adtieiti
very activities frequently observed in digital assatling.One widely cited academic study illustrates the scale
potential damage one digital asset market manipulation could create. The study argues that a single marke
PDQLSXODWRU OLNHO\ IXHOHG KDOI RI %L W Hd3é tQ $20,00048 Shé laEtiMiti®sX
ZHUH UHSRUWHGO\ FDUULHG RXW WKURXJK W K HBi@imek A o5 LI LV
cryptocurrency investors tefiled a class complaint against Bitfinex and Tetheecompany that administers a
cryptocurrency of the same nanfefor $1.4 trillion in damage®?

7KH 6 (& WRRN LWV ILUVW HQIRUFHPHQW DFWLRQ DJDLQVW DQ X
WKDW WKH SODWIRUP "KDG ERWK WKH XV Héah ai@ahbttidriddsetlrite@ G X Q
H[FKDQJH DQG zZDV UHTXLUHG WR UHJLVWHU »bDutwds paltehed toshaRefaile
to do so150

WSEC, “SEC Announces Enf or c eBmesnetd IThhirteiaattsi vaensd tPor oCtoentbta tR eCtyabi
release, September 25, 201 7htps://www.sec.goviewspressrelease?017-176.

WS EC, “Cyber Enf o httpse//menssec.gogpotlighitybarsecuritygnforcementctions

WFor questions regarding dongréssiandl clients maycontaccEvaiSui t i es “exchang

144 Financial Stability BoardCrypto-assets Report to the G20 on Work by the FSB and Stasdtidg BodiesJuly
16, 2018, ahttp://www.fsb.orgivp-contentliploadsP1607181.pdf

145C o0 i n Ma r kTept1@DaCpyptocurrency Exchanges by Trade Voluriiehttpst//coinmarketcap.conankings/
exchanges

146 MTSs are moneyansfer or payment operations that are mainly subject to state, rather than federal, regulations.
Marco Santori, “ What I's Money Transmission and Why Does 1t
https://coincenter.orghtryvhatis-moneytransmissiorandwhy-doesit-matter

“For more detSaialtse,mesnete omE@®,0tentially Unlawful Online Platf
7, 2018, ahttps://www.sec.gownewspublic-statemengnforcementm-statemenpotentially-unlawfulonline-
platformstrading

148 JohnGriffin andAmin Shams)s Bitcoin Really UATetheredSSRN, October 28, 2019, lattps://ssrn.com/
abstract3195066

149 Phillip Rosenstein;$1.4T Bitcoin Manipulation Case Preposterous, Tether,Shgs/360 November 15, 2019, at
https://www.law360.conafrticlesi220333print?sectionfintecta nd Ne w Yor k A AttormeyengralGener al , <
JamesAnnounces Court Ordeékgainst‘C r y pCurtency CompanUnder Investigation For Fraud, press r el eas e,
April 25, 2019, ahttps://ag.ny.goyressreleaseZ019/attorneygenerafjamesannouncesourtorderagainstcrypto-

currencycompany

1508 E CSEC Charges EtherDelta Founder With Operating an Unregistered Exchange r e s s rel eas e, Nove ml
2018.
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, /] GLJLWDO DVVHW WUDGLQJ SODWIRUPV DUH EX\LQJ D@@nm¥HOO.L
VHFXULWLHY UHJXODWLRQ:V EDVLF REMHBEH#WeEHSOIMEGDBRENS; indluding D
international authoritiesbelieve thatalthough digital asset trading platforms may face issues similar to traditig
exchanges, redatory approaches may still need to be adjusted to account for particular operating models th
may amplify risks differenti§?

For mnfermation, o888 hRepor sLsIRWH DDV 18 \&Y
S5HIXODWLRQERS Re por &DEBUWDRO ODUNHWY G6HFXULWLHV 2IIHUL
3ROLF\,,VYXHX v&@R& uRe por 6 HRYISWIOHV, 5SHIXODWLRQ DQG ,QLWL
2ITHULQJV $ /HIDG 3UaRHW. Sykes

Hi glr equency Securities a%hd Derivative:

Al t h ohuegrhe, its no wuniversal hiegphabquencygplrtablenyg (¢
tegmner altloy ar esfuebrsset of algorithmic trading in f
secu,dietriievsat i ves, a tn ldia ¢cornydputcet cepde theyp mpa $ er s e x e c ut |

trades within microseconds or millli¥ e aonsdd s . It h
currently accodtnot s6 0f% ro fr otuhgeh Ityr a5d0i ng v &1 ume in d
Depending ony tamd i magr kset tre acticedgpdni tt bilobrilisg ge e s c a s e s
can diatcleerrpas ntive effectsinarmas&kdmdlghbad dt yy ( e . ¢
spreads, deermav,athas hénmptr p ved oprr icceer tdaiisnc onveegrayt)i v e
(e.g., decreased liquidity, kfiogrthecnervtna2 6t bisy, a
Generally, traders who empl ogs nthFITI sptrroaftietg ipeesr atrre
huge number of tr asodiegsh. aTihtiosmaitse da cthriaedviendgc tbhy ¢ o mp
execute certain kinpgeoifftcec add@&lskeoehvdrdpmmsadd t o
placement . Broadly speaking, these strategies <ca
strategies. PasPDUEEWYDIh WMdiGtQs] itne lmrdef it from p
for the emmtheiopclerivatives trad3bMV0iyrd BRDUNRW e nt
PDNLQdn which profits are generated by spreads b
the prices at which securities aresdokhghwnaasd s o
RUGHU DQWPRIPSTOMWORRG tIQ4 W R Qe s .

151 SEC,Statement on Digital Asset Securities IssuanceTaading, November 16, 2018, attps://www.sec.gov/
newspublic-statementligital-assetsecuritesssuuanceandtrading and Board of the Internation@rganization of
Securities CommissionkssuesRisks and Regulatory Considerations Relating to Crfstset Trading Platforms
May 2019, ahttps://www.iosco.ordibrary/pubdocgpdf/IOSCOPD627.pdf

152 G7 Working Group on Stablecoirlayestigating The Impact of Global Stablei@ctober 2019, at
https://www.bis.orgipmifpubl/d187.pdf

153 For questions regarding higrequency trading, congressional clients may contact Gary Shorter.

BMolly Wood, “HAmneoqumamdy Hirgaddi ng Can Ri gMatkétgaceMar ket , I EX Fo
September 18, 2019, lttps://www.marketplace.org01809/18too-muchhigh-frequencytradingcanrig-market
saysiex-exchangegounder/

155 Staff of the Division of Trading and Market&guity Market Structure Literature Review Part Il: High Frequency
Trading SEC, March 18, 2014, pp-18,, athttps://www.segov/marketstructureésearch/
hft_lit_review_march_2014.pdf

156 Order anticipationinvolves traders using computer algorithms to identify large institutional orders that sit in dark
pools or other stock order trading venues. As part of it,-figduencytraders may repeatedly submit sreifled
exploratory trading orders intended to detect orders from large institutional investo@mimtum ignitiostrategies

an HFT firm initiates a series of orders or trades aimed at causing rapid up or dowresquuici movements. Such

113

traders may intend that the rapid submission and cancella
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Regulators have been scrThda nSECngv HFsTe py adET cesd
trading in the securities -Mmalrktedad dardi tidhttei mos emad
regul a€CE¥tLvelthseees any HFT, along with other type
mar kets 1t me g kiéntcsleusd.e T hetsuér eosp,t isowmmasp son commodi t i
financial instrumentast ®y. indices, such as 1ntere
"eeil eeiZele™s1l T—esZ®e

HFE supporters argue that,obft eqquiimklIrye sepoenswet itmg ar
price inefficiency, HFT improves market quality
research suggest that in both equity and foreign
narr owesdk bsipdr e ads , guwildsitteyr,e dr endaurckeedt sloime me as ur e s
and improved the PSdme oddmmeomnteatyo rpsr oxcregwse t hat H
technological innovation in a financial activity
t ec hnoltohgaytt manrdk et participantsgsieced ne¢guhescoopora
innov®tions.

Some st udi e shotweaygpgrise s ssitvrea tHeFgli e s  sdifo up udb lbiec ap omlait
conc®Swmch strategies ar guacblsy sshbtRAPMBLiQdd d aan t i e s
entity conducts a securities trade while knowing
the price of the sYSRRIbQXes imegi t o thruayd od) sadd s «
intent tbi ¢ amced fff hre bboet flwohroet he xceacrni’Ibneo aidldlietgiaoln.,
regulators have expressed concerns over whether
associated with increased market fralglidshy v
Crash of May wh, chOthe Dow Jones Industrial Aver a
points (and then rebBbunded) in intraday trading.
Arguably the most ambitious market surveillance
impl ement astoildamdadfe dCAmdit Trail (CAT) is a direct
mar ket data available during ’st hcea wseegsu laant do rtyh ea nrad
will “spoof” the algorithms of other tradersernativalyp action a

the trader may intend to trigger standing stop loss orders

Release on Equi t yFeddralR&gisteB6(D tJanuacy 2l 2080, ” 7 5

157 The bidask spread of a security is estally the difference between the price investors are willing to pay for it and
the price other investors are willing to sell it for. Theoretically, lowereéhbldspreads should reduce the costs of

trading for all investors. Liquidity describesanisve or > s abi l ity to promptly purchase ot
minimal impact on its price. Price discovery is the process by which the value of a security is established through

market supply and demand dynamics.

See Terrence Hendershott, CharlesMJ on e s , and Albert Menkveld, “Does Algorit
Journal of Finance vol . 66, no. 1 (2011); and Cha-requencyM. Jones “ Wh e

T r a d iColgrbia Business Scho&esearch Paper No.-13, March 20, 2013.

Al bert J. Menkvel d,Fr“eTghuee nEccyo nTormai deismnpal Relikinkgfiingncid t o ¢ k, ”
Economicsvol. 8, no. 1 (2016), pp-2, 56.

159 SEC,Equity Market Structure Literature Review PartHigh-frequencyTrading March, 18, 2014pp. 8-11, 22

28.

160 For more information, seERS Report R44443]igh Frequency Trading: Overview of Recent Developméyts

Rena S. Miller and Gary Shorter

161 Subsequently, a joint SECFTC analysis determéa that human error was the direct cause, but that HFT may have
exacerbated it. See CFTC and SE®dings Regarding The Market Events of May 6, 2&Réport of the Staffers of

the CFTC and SEC to the Joint Advisory Committee on Emerging Regulssoigs September 30, 2010, pp8l at
https://www.sec.gownewsstudies2010marketeventseport. pdf
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traders played during that ¢%CAlt .i sfdprimatn nm pspir o g le a
data repository that will consolidate trade orde
trade on a particular stock was executed), and g
options mar ket sS.ECAcCchomarivri hbM Whi t & e“ofb]ye gvuilrattuoer so f C
will have more timely access to a comprehensive
efficiently and effectively conduct research, r1e
and ident igfayt ea nmdi ¥f¢hohnedsuscyts.t e m, which has raised s
conc¥hns, also earned prospective praise as a t oo
broadening what the SEC will ™feATap-hasbegsreins i
late 2019, and it is projected to be fully oper at
Policymakers havethaeke¢ons numbacddafefspgpeawmancerns r
HFT Whet her these strike theHEpBpotoopntiadle badafiict
while appropriately mitigatingForskxamfEFKFecithed
and CFTC have either approved or not opposed regq
(including the NYSE Amenrdi csainl,v etrh ef ult uX,e sa nnmda rtkheet sg
U.S.) to adopt trading deHFaly t roseapddeerdsi asdffsa mti angeads .a t

For mofermation, o@88hRepor #lkIBKEUYHUHITEKHDEL QJ

2YHUYLHZ RI 5SHFHQWbLHYRORSPHQWWIi lamn@RSaRdp&Gat yRSB 608
+LIJKUHTXHQF\ 7UDGLQJ %DFNJURXQG &RQFHUBRY DG yYSHJIXODW
Shorter .anMi IRleamra S

AsshMdnageifient

Asset management companies poolnmoneyuytfoaml vanwve
and itrhwe sstnntdheir behal ff%Tfhoer SfEiGhaimsctitahha m 2 g amar s t.

i ndusptrriynar y Trheeg eataantaogre. me nt s i ndas ¢ afyiinntgelcyh utsoi n g
conduct 1invep¢ mEtortandri eesgechaaraclid,jsdertrtsvApcreosmi ne nt

example i1is t hURHERBYHMVMR e raams whi oh automated progra

23 EC, “SEC Approves New Rule Requirdi MgmalQoymso ITirdatiemd Mwcdiitvi
press release, July 11, 2012h#ps://www.sec.gowewspressrelease?0122012134htm
BSEC, “SEC Approves New RuleiRegoiMongt€@onandidaabdzAdudriad

164|1n March 2019, the SEC removed one such critical concern when it said that some personal information from

individual investors will be excluded from CAT, which reportedly was a concession to {okediers and other traders

with concerns thatsuchdatawd d be targeted by hackers. Gabriel T. Rubin,
About Stockl n v e s t o\all Siraet JaurnédlMarch 26, 2019, dittps://www.wsj.cordrticlestecaddresses
cybersecurityconcernsaboutstockinvestordatal1553625211In addition, in the fall of 2019, variogsock

exchangesnd theFinancial Industry Regulatory Authorijtyhich is building made CATmade a request to SEC

officials thatsome personalata such as social security numbers and dates of birth be excluded from CAT. SEC Chair

Jay Clayton has said that he was receptive to theAdetew Ramongs “ SEC on Course to Fix ¢ Wors
Audit Trail, @GloampergodawNBvember,19, 2019, attps://news.bloomberglaw.copmivacy-anddata
securitysecon-courseto-fix -worstexecuteeaudittrail-claytonsays

] vy Schmer ken, *“ CHRrkxtra Becember 3, 2018, https:dwwik fingxtra.conblogposting/
16374catis-outof-the-bag

For example, Fkas NOEBgyBaBepegegd“ Bump Pl a BlaomdergfFebmuaryFut ur es Ma
13, 2019at https://www.bloomberg.coméwsarticles2019-02-13/a-flash-boysstyle-speedbump-plannedfor-u-s-

futuresmarkets

167 For questions regarding investment management, congressional clients may contact Eva Su.

168 For more on asset magement, se€RS Report R4595 T apital Markets: Asset Management and Related Policy
Issuesby Eva Su
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investmenctl iaddlveiscee itso al so potential to apply art
learning within ass etd vmasnoargye meecnftw in ebsoiit ohth sidns ortrohbsok
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The tebdavigearerally refers to anviasuotroymaptreodg rdaing i t a
of fering asset management s er vbiacseesd tpol actlfioernntss, tsh
websites or mUFheemappl déedfeornces between human
the amount of human imscnadtthe avced-hdbmbde onoail gy
platforms for pr oc¥Tihdei npgo tfeinntainacli able naedfviitc eo.f t hi s

advisers msaeyr vwee mabrleet ct hesotsotnse rtshan hhman advisors,
potentially eabbtiognmomeradffoeds t¥®Roboestment

advisifmgtowiag segment of the iAncvceosrtdoasnegt tnoea na g e n
repor tt,o odnisruemceard viisboa y plat forms reached $257 bil
andpaowmgeothdve $1.26 trillion i assets under ma
Asme n t iaobnoevde , big tech firms |like Amazon, Faceboo

financialreadivwineesasopotentialasompemanagemantd p
indukhterse. types of companies could pmwawiedeg 1inves
us pd at fpoort mhngitiisarlntghte as set man'dBleenemdat d netdibaslt rof bi
assmamagement platforms has already been realizec
Ant Financial, an affiliate ofl At gbabamGnewvpmank
mutual fund of $eln6d8 2b0i1l18l,i ovhietah€ hap fitehyieradp oopfu Ita t i o n,

million Alipay users}!® already invested in the fou

:
1

"ee'«eZl eezZ®eleTHr1l T—esZe®
general, robo advisagll pass et alsa egidnagro pol i ¢y

righet bparéontneigetvoersstmd 1t d graitsikmg whi lienmd Yt otwi mg, f o

In
t he
appropriately infonmerdi #Hb wk,v trackbhos g dimidsdiad g o

169 See Financial Stability Boardytificial Intelligence and Machine Learning in Financial Servichevember 1,

2017, athttp://www.fsb.org20174 1/artificial-intelligenceandmachinelearningin-financiatservice and John

Schindler, Assocta Director, Federal Reserve Board, presentation slitéficial Intelligence and Machine Learning

in Finance September 29, 2017, lattps://philadelphiafed.orgmediabankresourcesupervisiorandregulation/
events2017fintechfesource®4_slides_schindler.pdé=en

170 SEC,Investment Management Guidance Update: Rabtwaisers February 217, athttps://www.sec.gov/
investmentm-guidance201702.pdf

1718 E Clnvestor Bulletin: RobeAdvisers ”  F e b r u a r httpsZ/\8ww.sex.gokidainvestoralertsbulletins/

ib_roboadvisers.html

172 Facundo Abraham, Sergio L. Schmukler, and Jose TesRabeAdvisors: Investment Through Machinggorld

Bank Group, February 2019, latp://documents.worldbank.ogy/ratedén/2750415511968367584f/Robo-Advisors
InvestingthroughMachines.pdf

173 Aite Group,U.S. Digital Investment Management Market Monitor, Q2 20#ay 22, 2019, at
https://www.aitegroup.comrgportls-digital-investmerimanagementarketmonitor-q2-2019

174Bailey Lipschultz “ Could Amazon Manage Your M®&BlaompetgJu@4, nstein Analy
2018, at https://lwww.bloomberg.coméwsarticles201807-24/couldamazormanageyour-moneybernsteiranalysts

think-so.

St ella Xie, “More than a Third of OMall StreetJowrnaMarch I nvested i

27, 2019, ahttps://www.wsj.cordrticlesmorethana-third-of-chinais-now-investedin-one giantmutuatfund-
11553682785
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resent additi on aSlo npeo loibcsye rcvoenrssi dhearvaet ieoxnpsr.e s s e d ¢
dvisersemamsdkexcess vol aKHUBLQ@A i whitdhkeyverepularg
umbers of investors are all dir'®Altoed mea htime s an
e a r-enni anbgl eadd vriosbionlgd al s o be subjectEOQGDFNpBR[i cy c¢con
l gobiatslerd decisionmaking, wherein 1t 1is mnot ent.i
ssessed risks ,oramdr rsioveadr ea te fdfeeccitsii wenBp mene xpl ai
besr vemd sar ediboaitn t he assignme nlta rogfe rleosspsoenss iibni lait
ecommended inmvEoeort mgme micems s ur rboluannde hiofw atno a s s
nvestment 1 oss -baswedrseschsotukl mdo utghht hadne Mg n y s t efn o r
he investimeandr mamsbigiomg t he bl H'fief aansds epte nnmalntayg e me
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OO0 == o0 =D oD

Regulating Fintech: Securities Regulators

The federalsecurities regulators SEC and CFT€ are focused on any securitieslated activities, including thos
of fintech companies. Examples would include a fintech company raising cajsialitny equity through an initial
coin offering or a firm creating a new technology for derivatives contracts. Given their mandate, the securiti
regulators have used a range of regulatory tools, largely focused on clarifying whether and how the existing
regulatory framework applies to new types of technologies, includiiiting rules and guidance to clarify how
existing rules apply to new types of approaches to securitsssiing enforcement actions against any fintech fir
that may violate the secuiés laws under their jurisdictigrand setting up fintech outreach offices to serve as
points of contact for stakeholders.

JRU D GHWDLOHG H[DPLQDWLRQ RI WKH VHFXULWLHV U BdRMDR
Andrew Scott

Il nsurdnce

Fintsephlicat n to ipotemmam@d Ddfmatsti ansimifdhe in

io

industry as 1in other aspects of financial serviec
business, including insurance product s, under wr i
of insuranaed( Ipirfop,e rha&@tinld,Pod sma LWV XEBWHEKd s of

petpeer 1 mMs Patam,ceartificial intelli,mgendce, bl ockec
insurance'Spedefiaaodexamples could intbadentsfe o
for people wearing devices that track activity a
that include tel e matbiechsa vdeowi;c easndt riancskuirreg sd rsicvaenrnsi
an underwriting too/l, otrheg rofoawkicttegsctR &€ riamsdur dm Ry 1d

176 Mark Carney, Governor of the Bawk England;“The Promise of Fintech: Something New Under the S@p2ech
at Deutsche Bundesbank G20 Conference, January 25, 2017, phttds:#www.bis.orgkviewf170126b.pdf

177In a recent ase concerning a $20 million A¢lated investment loss, a Stanford University law professor

¢ o mme n teaplé tend tomssume that algorithms are faster and better denaens than human tradeThat may

often be true, but qwherkliyt ‘gso maett,r aggr, Wwhefemabay want s omeon
BeardsworttandNishant Kumar “ Who t o Sue Wh e hortune” Bleomheng Mdy &,2@19, atYo u r
https://www.bloomberglaw.cordbcumentXA51IN7GO000000Bna_news_filterbankinglaw&jcsearch=
BNA%25200000016a8ce4d6bfadfb9cee2ed10000#jcite

178 For questions regarding insurance, congressional clients may contact Baird Webel.
For more information generally, see Nat INSWRTECHAS saotci at i on
https://www.naic.orglipr_topicsfopic_insurtech.htirand World Bank Grougilow Technology Can Make Insurance

More Inclusive Fintech Note no. 2, &ttp://documents.worldbank.omyratedén583381531209953337d/128157
9-7-201811-49-10-FintechNotesTechnologylnsurancelnclusiveFinalLowR#s.p
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assttlkaiostk bad outcomes, such a.s Fwrronegxdasmpnlge ,ori nf ian
money laundering compliance, financial firms are
(SARs) when transactions by a customer appear po

S ee Tim BIREE ndustrys F&stesGrowing Insurer Takes Root As Insurtech Flourish&&:P Global
Market IntelligenceMay 29, 2019.

1815 ¢ ¢ N hmiho@ation and Technology (EX) Task Farcg httpst//www.naic.org/mte_ex_ittf.htm

1825 ¢ ¢ N NAICPRassgs Insurance Data Security ModelLdv press 7t el e as bttp/lliggnaicober 24, 20
static.pantheonsite.iBelease®017_docsiaic_passes_data_security_model_law.htm

183.S. Department of the Treasu®yFinancial System That Creates Economic Opportunithesset Management

and InsuranceOctober 2017, p. 117, https://www.treasury.gopfesscenterpressreleasefdocumentsh-Financiat
SystemThatCreatesEconomicOpportunitiesAsset_Managemeihsurance.pdfandNAIC, Implementation of

Model Act #668 Insurance Data Security Model Ly 6, 2019, ahttps://naiecms.orgsitestiefaultfiles/inline-
files/Model%20%23668%20Map.pdf

184N A1 QnsurTech, Innovation & Technology” httpst//www.naic.orghdex_innovation_technology.htm

185 For background on the insurance industry, GBS Report R44958nsurance Regulation: Legislation in the 115th
Congresshy Baird Webel

18615 U.S.C. 881011015
187 For questions regarding risk managt and regtech, congressional clients may contact Rena Miller.
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B8FINRA, THFKQRORJ\ %DVHG ,QQRYDWLRQV IRU 5HIJXODWRU\ RPSOLDQFH 35HJW
September 2018, attp://www.finra.orgsitestlefaultfiles/2018_RegTech_Report.pdf

®WFor example, see Douglas W. Arner, Janos Barberis, and Ro
Reconceptualizat i onNosthwestrindournatof terhatioRat Law and Businessal. 37, no. 3

(Summer 2017), pp. 37376; see also Institute of International FinarRegtech in Financial Services: Technology

Solutions for Compliance and ReportingMarch 2016Bart van Liebergen et aRegtech in Fiancial Services:

Technology Solutions for Compliance and Reportingtitute of International Finance, Report responding to the UK
Financial Conduct Authority’s “Call for input: supporting
March 216, athttps://www.iif.comPortalsD/Filesfprivateliif -regtech_in_financial_services_
_solutions_for_compliance_and_reporting. p@i2201901-04-142943690.

190 Ajay Agrawal,“The Economics of Atrtificial IntelligencéMcKinsey QuarterlyApril 2018 at
https://www.mckinsey.corbusinesgunctionsmckinseyanalyticsour-insightsthe-economicsof-artificial-
intelligence
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191 American Bankers Associatiobnderstanding Regteckintech Playbook whitepaper, July 25, 2018, pB, &t
https://www.aba.comewsresearcheferencegjuidestinderstandingegtech

192 For questions regarding regtory approaches, congressional clients may contact David Perkins, Cheryl Cooper,
Andrew Scott, or Eva Su.
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Appendix. CR¥F i nt ech Products

Cybersecurity

CRS Repor )LQRAIUFALDD,6HUYLFHY DQG &\EHUWHFXN.LWRr 7TKH W Gk
anM. Maureen Murphy

CRS Repor tDWRB S0BWHFWLRQ,/DEy$G 2¥HU¥WHZP. Mul 1 i gan,
Freeman, and Chris D. Linebaugh

CRS In Foc &SEHUNVHFXYRW\ $Qb, @WURGXFEFWLRQKk ar an

Lending

CRS Repor ODBMHWIODFH /HQGLQJ )LQWHEFEKVLQR\RQMXPEIUQD QG
by David .W. Perkins

CRS Repor JHRHUD® BUHHPSWLRQ LQ WKH 'XDO %DQNLQJ 6\VWH
IRU WKH WK &RQJIUWHNVVB. Sykes

Payments

CRS Repor 8 6RE8DYPHYMPEIROLF\ ,VVXHYVY )DVWHU 3BWHQWYV DQ(
Cheryl R. Cooper, Marc .Labont e, and David W Per

CRS Repor TKRBRWHOWLDO '"HFOLQH RI &DVK,8VIDyYyH DaQvG GHO D W
W. rPkei n s

Banks anBafThyr¥endor Relationships
CRS In FocWHFKQEFRORIA BHUYLFH SURYL®HUMY yJRU BoDQGId/t t e r

Cryptocurrency -Badde 8l Bajkméimti nSys t e ms

CRS Repor RURSMWRIPXUUHQF\ 7KH (FRQRPLFV RI ORQHA DQG 6HO|
David W. Per kins

CRS Repor HORFHNFKBLQ %DRDNIBRXVNSYPDWX®G B3i s Jaikaran

CRS Repor O LR XDBO® « XUUHQFLHV DQG ORQH\ /IDXQGHULQJ /HJD
(QIRUFHPHQW $FWLRQV DQGbH/HIUVMGDWLYH $URSRWDWQAIV Ni col e

CRS In Foc dasQDQFLDO2,4XQURSOWERQUHQFDAW i,d W. Perkins
Financial “CrypdavwatibgreDavied . W. Perkins

Di gital AGapeittsalankor mati on
CRS ReportLIRWODORVHWY DQGCLE(&BHIXCLWLRQ

CRS Repor &DRUWDO ODUNHWY O6HFXULWLHYV 2)]IHULQEW aDQG 5H
Su

CRS Rretp ROLEHFBULWLHY 5HIXODWLRQ DQG ,QLWLDQ &R4Q 2BILHUL
Sykes
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Regulatory Approaches

CRS report Rxxxx by Andrew Scot't

CRS IcmsFd F)LODQ%LDO ,QQRYDWLRQ 5HGXFLQJ )bQWHFK 5HJXC
David W. Perkins, Cheryl R. Cooper, and Eva Su

Aut hor Information

David W. Perkins, Coordinator Rena S. Miller

Specialisin Macroeconomic Policy Specialist in Financial Economics
Cheryl R. Cooper Andrew P. Scott

Analyst in Financial Economics Analyst in Financial Economics
Darryl E. Geter Gary Shorter

Specialist in Financial Economics Specialist in Financial Economics
ChrisJaikaran Eva Su

Analyst in Cybersecurity Policy Analyst in Financial Economics
Marc Labonte Baird Webel

Specialist in Macroeconomic Policy Acting Section Research Manager

Acknowledgment s

The authors would like to thank retired CRS specialist N. Eric Weiss for his helpful contributions to this
report.

Congressional Research Service 40



Fintech: Overview of Innovative Financial Technology and Selected Policy Issues

Disclai mer

This document wagrepared by the Congressional Research Service (CRS). CRS serves as honpartisan

shared staff to congressional committees and Members of Congress. It operates solely at the behest of and

under the direction of Congress. Information in a CRS Report shotitserrelied upon for purposes other

than public understanding of information that has been provided by CRS to Members of Congress in
connection with CRS’s institutional role. CRS Report
subject to copyght protection in the United States. Any CRS Report may be reproduced and distributed in

its entirety without permission from CRS. However, as a CRS Report may include copyrighted images or

material from a third party, you may need to obtain the permissithe copyright holder if you wish to

copy or otherwise use copyrighted material.

Congressional Research Service R46332 - VERSION - NEW 41



